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Abstract

In operational risk management, using external data coming from data
consortia belongs to the international best practice. These consortia are
formed by individual banks that report anonymously their operational
risk events related to processes, people, systems or external events. The
validity of the data provided cannot be checked fully by a datapool man-
ager, so in principle the quality of the data is questionable. We study
using a repeated-game framework the conditions that ensure truthful re-
porting to the database. First, we show that in the stage game reporting
truthfully is not a unique equilibrium. When other banks are believed to
lie, a best response is to lie as well. However, as we go to repeated game
banks may have su¢ cient incentives to report the true data, provided
the expected punishment upon detected misreport is high enough. Since
the parameters determining the expected punishment are variables set by
the consortium, the proper choice of them is crucial for the appropriate
functioning of a consortium.

JEL Classi�cation:C7, C73, G21, G32
Keywords: operational risk, risk management, data consortia, repeated games

1 Introduction

Application of external data for decision making is indispensable in case of lack
of own experience concerning certain events or problems. Need for applying ex-
ternal data emerges in the case of operational risk of credit institutions as well.
Operational risk (henceforth, OR) - de�ned as "the risk of loss resulting from
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inadequate or failed internal processes, people and systems or from external
events" (BIS [2004])- is one of the main novelty of the Basel II process a¤ecting
credit institutions�capital requirements. This kind of risk has dualistic char-
acteristics: high frequency low impact (HFLI) and low frequency high impact
(LFHI) events are dominating in the frequency-severity space. LFHI events can
be measured with di¢ culties, due to the short observation period of internal
loss databases. However, if a risk event has not realised, it does not mean that
there is no risk exposure. To handle these problems (that is, to substitute in-
ternal, historical experience) expert judgements, scenario analysis techniques or
external loss data are usually applied. In this paper we concentrate on external
loss databases. External loss data could stem from so-called public databases
and consortium-type databases. In the latter case banks are sharing and pool-
ing data on operational risk events with each other on a voluntary basis. We
name just a few examples: ORX (international), GOLD (British Banking Asso-
ciation), DAKOR (German public banks), ORD (German saving cooperations),
DIPO (Italian Banking Association) and HunOR (Hungarian Operational Risk
Database) (see Voit [2007],Homolya-Szabolcs [2008]). OR management is a rela-
tively new phenomenon in banking. Only a small number of benchmark studies
on individual banks�operational risk management practice have been published,
but those suggest that using external data that stems from databases belongs to
the international best practice (see e.g. case of Deutsche Bank in Aue-Kalbrener
[2006]).
Secrecy is an integral part of bank management. Banks do not like to disclose

information about their functioning. This is especially true for data on failures.
That is why in this kind of data consortia banks are pooling operational risk
event data anonymously, without full checking possibility by other members
and datapool manager, external auditing. Financial reports of banks, as in case
of other corporations are veri�ed by external auditors, prudential data reports
for authorities are examined by supervisors and central banks depending on
the supervisory structure. In case of a voluntary database a datapool manager
("quality ensurer") can check the consistency (but not the full validity) of the
data. Thus, banks may misreport as the consortium does not have the authority
to conduct an overall check. Nevertheless, the lack of published evidence about
banks misreporting their OR events and anecdotal evidence suggest that these
data consortia contain data with quite good quality. This could be explained
by two reasons:

� Banks could have fears of examinations of supervisors. If misreporting is
detected by the supervisor, this could have direct consequence in form of
a �ne. ("fear of punishment")

� Operations of these data consortia are mainly based on a contract signed
by banks. This expresses a commitment of banks, and a compliance with
a written agreement is a natural requirement for banks operating in a
market economy. ("gentleman agreement")

In this study, we focus on the �rst point and we show how the possibility
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of being detected to misreport and the ensuing punishment (monetary or non-
monetary as the loss of reputation) may induce banks to report truthfully their
OR events. We use a repeated-game setup in which banks play a simultaneous
stage game each period. In each period, banks are hit by an OR-shock and they
may report truthfully their OR events or they may lie. Banks send their true
or false reports to a center that computes a set of values based on the reports.
Banks use this set of values to manage their operational risk. Banks play this
simultaneous game without a de�nite end, therefore the game is in�nitely played.
We suppose that banks �nd using the value computed by the center useful

only if they believe that all the other banks have reported truthfully. Hence,
the �rst-best case is when each bank reports truthfully its OR events, the center
reports back a true set of values which enables the banks to prepare optimally
for next period�s OR shock (causing OR event). We will consider two types of
values that the banks receive from the center. If a bank is able to calculate
the true set of values given that the other banks report truthfully, then we call
this type of value recoverable. In the other case, we call it irrecoverable. The
distinction of recoverable and irrecoverable characteristics is useful, as banks�
behaviour could be in�uenced by the fact that other banks report truthfully,
providing a free lunch for the misreporting bank. We show that in the case of
recoverable value in the stage game the unique Nash equilibrium implies banks
misreporting. For irrecoverable values, the set of equilibria alters and truthful
reporting is also a Nash equilibrium. Nevertheless, the multiplicity of equilibria
still contains the possibility that banks lie.
These results in the stage game suggest that to induce truthful reporting we

need repeated interactions. Since punishment plays a central role in repeated
games, we need misreporting to be observable. As stated before, banks�reports
to the database could not be validated fully by the datapool manager. Never-
theless, we suppose that with some probability the supervisory authority has
the chance to detect if a bank lies. We provide more details later on how the
authority may detect a misreporting. A possible story is that as the supervi-
sory authority carries out a regular on-site examination in a bank, it may get
to know that a certain OR event happened in the entity. Supposing that the
authority has access to the values reported to the center, it may realize that the
bank has misreported. We assume that the detection of misreporting entails a
punishment. If the expected punishment is high enough, then any bank will �nd
it optimal to report truthfully. This result is in full consonance with the spirit of
repeated games: if the interaction is repeated and the stakes and punishments
are high enough, then the optimal result may arise as the unique outcome.
Since banks cannot observe directly if another bank has misreported, banks

cannot condition their strategy on the history of previous reports. Therefore,
in each period banks decide whether to report truthfully or not based on if
they believe that the other banks report truthfully or not. The possibility of
punishment makes that a bank expects other banks to report truthfully, and
then this bank will report truthfully as well. All banks behaving in this manner
leads to the �rst best.
Regarding the punishment, consequences of detected misreporting are reg-
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ulated in multilateral agreements among participants of the data consortium.
Obvious legal consequence can be the suspension of database membership for a
�nite time horizon or forever, which means that the bank will not receive data
from the data consortium in the future. Moreover, misreporting banks could
receive a stigma, and other banks will not like to cooperate with this bank in
case of other data exchange initiatives or other type of banking interactions. Al-
though hard evidence is not available, industry-wide rumours suggest that due
to this fear of punishment and reputational risk banks tend to treat reporting
with as much e¤ort as possible after the launch of the data consortium.
To our best knowledge, our paper is the �rst to study the conditions and

incentives that ensure that banks report truthfully to a operational risk data
consortium. Our results show that the key element in a data consortium is
that member banks should have a lot at stake. That is, the expected punish-
ment (monetary or reputational) should be high enough to deter banks from
misreporting.
The study is organized as follows. In the next section, we review brie�y the

literature. In section 3 we present the model with the one-shot game, whereas in
section 4 we proceed to the analysis of the repeated game. Section 5 concludes.

1.1 Related literature

The literature on operational risk deals generally with two aspects of operational
risk data consortia. On the one hand, the main features of risk consortia are
studied from an institutional point of view (conditions of establishment, mem-
bers, contents of data reporting etc.) (e.g. Voit [2007], Wood [2007]). On the
other hand, topics related to the usage of external data (e.g. mixing of internal
data and external data) are examined from a statistical point of view (e.g Baud
et al. [2002], Na et al. [2005]). However, the topics of these articles do not cover
the incentives of data reporting from theoretical point of view, and the optimal
processes to be applied in order to reach good quality of reporting.
Our paper is closely related to the emerging literature on multi-party com-

putation games (see, for example Smorodinsky-Tennenholtz [2006]). In a multi-
party computation game a set of agents has access to some private information.
Each agent may get to know her own information at a cost. The agents would
like to compute jointly a function whose inputs are the private information of
the agents. Agents are sel�sh and would like to know the true value of the
function without giving away their private information. This setting resembles
our problem of truthful reporting. This study di¤ers from that approach in
that we rely on punishment to induce the socially e¢ cient behavior, whereas in
multi-party computation game the focus is on designing mechanisms that elicit
the true private information.
Our study is related to the literature on repeated games (see, for instance

chapter 5 in Fudenberg-Tirole [1991]). Our model is somewhat special because
banks cannot observe the truthfulness of other banks directly. The authority
has the possibility of observing that a bank has lied. Thus, the monitoring is
delegated to the authority. For simplicity, we assume away any problems related

4



to principal-agent problems.

2 Model

There is a set of banks N = f1; 2; :::; ng and a special agent called �the center�. It
is assumed that there exists a private secure communication line between every
bank i 2 N and the center. Banks are ex ante identical. At the beginning of the
period each of them is hit by an OR shock. Then, banks choose whether to report
truthfully or to lie to the center. After reporting the center calculates some set
of values based on the reported shocks and then this information is reported
back to the banks. Based on this external information and on internal data the
bank manages its OR and prepares for the next period�s shock. Banks prepare
themselves against operational risk shocks by allocating capital for absorbing
operational risk based on calculation of the loss pro�le. External data are good
inputs into risk measurement and management, as banks are able to compare
internal data with external data ("benchmarking"), and mix the data from
di¤erent datasources.
Due to the nature of operational risk the data from the center (e.g. banking

associations, special consultant �rms) which is based on industry-wide expe-
rience helps to build up an appropriate OR management. To have access to
it a bank has to provide information about the own OR events. We assume
that while each bank values true external data, but no one likes to give away
information about internal losses.
Assume that each bank is hit in period t by a Bernoulli shock with unknown

parameter pt. Suppose that banks�shocks are independent and the probability
is uniform across banks. Therefore, with probability pt bank i su¤ers a shock
of magnitude 1, and with the complementary probability it su¤ers a shock of
magnitude 0. The resulting loss is represented by xi 2 f0; 1g. We denote the
vector of the true shocks by x = (x1; :::; xn). Let x̂i denote the report made by
bank i, whereas the vector of reports is represented by x̂.
The strategy in any period (that is, in the stage game) of bank i is to be

truthful (denoted as tr) or to lie (denoted as l). Thus, si = ftr; lg for i 2 N .
Since the game is repeated, banks have to specify their strategies for each period,
so si = si;t for t = 1; 2; 3::: where si;t is bank i�s strategy in period t. Being
truthful means that the report made by the bank i (x̂i) is equal to the realization
of the shock (x̂i = xi). Lying implies that x̂i 6= xi.
Suppose that the function f(x) is the best predictor for the next period�s

probability of being hit by a shock of magnitude 1. For simplicity, assume
that banks �nd external data useful only if they believe them to be truthful.
Therefore, from a bank�s perspective the main question is if all the other banks
will report truthfully or not; and in face of this belief it should decide how to
report. This assumption can be seen as if the bank believes that the values
given by the center will be useful for its OR-management if the reports have
a su¢ ciently good quality. Based on the banks�reports, the center calculates
f(x̂).
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In this paper, we disregard potential principal-agent problems between the
center and the banks, the center cannot be captured or in�uenced by the indi-
vidual banks.

2.1 Stage game

First, we analyse the stage game. We de�ne utilities, strategies and study two
types of data.

2.1.1 Utility

For the bank, participating in a data consortium does not a¤ect other parts of
the bank, so we assume that the utility of it relates in an additive manner
to the total utility of the bank. Hence, banks will report truthfully if the
bene�ts outweigh its costs (ci � 0). Costs include tangible e¤orts (e.g. enhanced
documentation costs) and intangible elements (like disutility from reporting
weaknesses) as well. If a bank does not participate in the consortium, then its
utility related to the consortium is zero.
Assume for simplicity that the bene�ts and costs are uniform (1 and c;

respectively) across banks.
As stated already, banks value only external information (f(x̂)) which is

believed to be truthful. Without loss of generality we normalize the bene�ts
of knowing the truthful external data and managing properly next period�s
operational risks to 1: We suppose that bank i�s utility if it reports truthfullly
has the following form:

ui(f(x̂); c j x̂i = xi) =
�
1� c if f(x̂) = f(x)
�c otherwise. : (1)

Note that the OR shock does not appear in the utility function. The utility
function takes into account if OR is properly managed with the help of external
data (bene�t of 1) or if it is not (zero bene�t).
If bank i lies, then the utility will depend on whether it can somehow calcu-

late �x or not, as we will consider later. The immediate costs of lying are zero.1

Formally:

ui(f(x̂); c j x̂i 6= xi) =
�
1 if f(x̂) = f(x)
0 otherwise.

: (2)

The outside option, that is not participating in the consortium is supposed
to yield zero utility. Note that lying when f(x̂) 6= f(x) and the outside option
yield the same payo¤. Hence, we suppose that staying out of the consortium or
not being serious as a consortium member are the same from the perspective of
the bank.
These payo¤s capture the main problem involved in anonymous reporting.

They imply that a bank is willing to participate in the consortium and report

1The cost of lying that is not immediate is the expected punishment.
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truthfully if there is some mechanism which ensures that reports are truthful.
Otherwise, staying out is a better option.
A necessary condition of participating in the consortium is that 1 > c, which

is supposed to hold.

2.1.2 Strategy

The optimal action of any individual bank relies on what it believes about the
truthfulness of the other banks�report. To make these beliefs more concrete, we
suppose that the banks hit by the zero shock report truthfully. On the contrary,
banks hit severely (shock 1) have incentives to hide this fact. Therefore, an
individual bank may believe that the banks hit severely by the OR shock either
report truthfully or they lie. Since, except for the shock, banks are identical,
these two beliefs cover all the possibilities.
We have a simultaneous-move game. Banks report their type without know-

ing what the other banks report. It implies that banks cannot condition their
report on observable reports made by other banks. As a consequence, bank i�s
strategy in the stage game is si = ftr; lg ; as stated earlier.
We focus on pure strategy equilibria. As we will argue later, mixed strategies

do not change substantially the results.

2.1.3 Reporting

Let us brie�y consider how individual banks report to the operational risk data
consortia. Generally, banks are reporting with full identity to a center, who
checks the consistency of data, but could not validate fully them and then pub-
lishes the data anonymously. There are also exceptions. In the case of the
Hungarian operational risk data consortium (HunOR), banks report their OR
events with anonimity to the center.2 The practice of the Hungarian data con-
sortium re�ects cultural and con�dence aspects. Hungarian banks are reluctant
to report in absence of total anonimity.
The center generally reports back individual events�data with anonimity or

scaled data. Scaling means transforming one bank�s loss into other bank�s loss
based on relationship between size indicators of institutions and loss event data.
For instance, OR data occurred in the smallest bank are scaled up by a factor
representing the di¤erence of size between the smallest bank and the bank that
wants to access to the OR data.
Data consortia do not report scaled and unscaled data together. If banks

know the scaling mechanism, then - from scaled and unscaled data - they would
be able to recover the size indicators of the source bank of the loss event, which
would breach anonimity. Besides individual loss events�data, the data consortia
are reporting statistical measures (such as mean, median, standard deviation,
skewness, kurtosis, etc.).

2 In the background, all the events are marked with an identi�er for the bank. However,
it can be reached only by system administrators in case of empowerment by members of the
data consortium.
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The previous short description of reporting practices reveals an inherent
trade-o¤. Banks can use external OR data most e¢ ciently if they get a detailed
information about what has happened exactly. Nevertheless, detailed informa-
tion may reveal the identity of the bank where the OR event occurred which
goes against anonimity. Hence, a consortium has to strike the right balance
in this issue. We try to capture a similar idea by distinguishing between re-
coverable and irrecoverable data. In our distinction, we do not go as far as to
identify a bank based on the data it provided. We are just interested whether
the value computed by the center gives incentives to report truthfully or not.
If the true value can be computed by an individual bank given that the other
banks report truthfully, then we call the value recoverable. Otherwise, the value
is irrecoverable. We show that the latter gives more incentives to banks to be
truthful.

2.1.4 The average function - a case of recoverable values

In this subsection, we suppose that the average of shocks is the best predictor for
the next period�s probability of being hit by a shock of magnitude 1. Therefore,
banks want to know the average of shocks (denoted by �x) which is computed
by the center. Based on the reports the center computes

f(x̂) =
1

n

nX
i=1

x̂i:

Notice that believing that all other banks report truthfully does not imply
that bank i will do it as well. If bank i believes that all the other banks report
truthfully, then for any c > 0, a bank has no incentive to incur the costs, since
it is easy to calculate the true average of shocks, �x. Given truthful reports of
all the banks except i, the average can be calculated as �x = f(x̂) + (xi�x̂i)

n . By
recovering �x and without incurring the cost bank i�s utility is 1, whereas being
truthful implies the cost c.
This result holds for any function f(:) the banks might be interested in for

which given the truthfulness of the others a bank can calculate f(x) for any
reported x̂i. Let x̂�i denote the vector of reports of all the banks except for
bank i.

De�nition 1 We call the set of values f(:) calculated by the center recoverable
if given the truthful reporting of all the banks except i for any x̂i and any x̂�i
bank i can calculate f(x).

Now we are ready to state the �rst result.

Proposition 1 In the stage game, lying is the dominant strategy if f(:) is re-
coverable.

Proof. If f(:) is recoverable, then even if all the other banks report truthfully,
bank i would not report truthfully, because it is a pro�table unilateral deviation.
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If bank i reports truthfully, then its utility is 1 � c. By lying bank i does not
incur the cost, but bene�ts from knowing f(x), so its utility is 1. Clearly, the
latter utility is higher, than the former one, so lying pays o¤. If bank i believes
that not all the other banks report truthfully, then bank i has no incentives to
incur the costs. If bank i lies, then its utility is 0, whereas truthful report costs
c without any reward. Therefore, independently of what the other banks do,
lying is the dominant strategy.
The idea is conveyed naturally by the following payo¤ matrix:

bank i � bank �i tr l
tr 1� c; 1� c �c; 1
l 1;�c 0; 0

Bank i is the row player, and all other banks (bank �i) are the column
players. The strategy tr of all the banks except i stands for the case when all of
these banks report truthfully, while lying means that at least one of these banks
misreports. This game is a prisoner dilemma with the unique pure-strategy
Nash equilibria: (l; l).
This result shows that if banks played just a one-shot reporting game, the

calculated value by the center would be a false one. This false value could not
be used for e¢ cient OR management.

2.1.5 Irrecoverable value

We show brie�y that even if the set of values calculated by the center were not
recoverable, truthful reporting would not be guaranteed either.

De�nition 2 We call the set of values f(:) calculated by the center irrecoverable
if given the truthful reporting of all the banks except i for any x̂i and any x̂�i
bank i cannot calculate f(x).

An example of irrecoverable data is when banks are hit by a continous shock,
that is xi 2 [0; 1] and report on the whole zero-one interval. Suppose that they
are interested in the average and the variance. Hence, the center now reports

back a vector of two elements, f(x̂) = 1
n

"
nX
i=1

x̂i;
nX
i=1

(x̂i � �x)2
#
. From the data

on the average, bank i is able to calculate the true �x even if she misreports it,
but she cannot recover the variance. She can calculate the true (xi � �x)2; but

she cannot do it for the other banks, that is
nX
j 6=i
(xj � �x)2, because she does not

know x�i.

Proposition 2 In the stage game, there are multiple equilibria if f(:) is ir-
recoverable.

Proof. Contrary to the recoverable case, now even if all the other banks are
truthful, bank i cannot calculate f(x) and without the true external data it
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cannot manage properly its OR. Given the utilities of truthful reporting (see
(1)) if bank i believes that all the other banks report truthfully, then the optimal
action is to report truthfully. Nevertheless, if bank i believes that other banks
will not report truthfully, then the optimal action is to lie. There are two Nash
equilibria. If banks believe that all the other banks will be truthful, then each
bank will be truthful and the �rst best obtains. The corresponding equilibrium
strategy pro�le is s = fsi = trgi2N . If banks believe that there will be banks
that will lie, then each bank will lie. The corresponding equilibrium strategy
pro�le is s = fsi = lgi2N .
The following payo¤ matrix represents concisely the previous ideas:

bank i � bank �i tr l
tr 1� c; 1� c �c; 0
l 0;�c 0; 0

This game is a stag hunt with two equilibria: (tr; tr) and (l; l). Multiplicity
of equilibria shows that irrecoverability mitigates the problem of misreporting,
because it allows for the possibility that all banks report truthfully. Neverthe-
less, it does not guarantee the favourable outcome, misreporting remains an
equilibrium if others choose to do so as well.
Even though we have shown the possibility that the �rst best arises in the

irrecoverable case, besides the multiplicity of equilibria there are several prob-
lems. Suppose that all banks plan to be truthful, but there is nothing that
would make the other banks to believe it. Beliefs are not coordinated, so even
if all banks would like to be truthful, all of them may end up lying if all of
them believe that the others will lie. Therefore, misreporting may become a
self-ful�lling prophecy.
Repeated games help to overcome these problems. From repeated games we

know that although in a one-shot setup some games result in unfavorable out-
come, when it is played in�nitely, then the favorable outcome emerges in equilib-
rium. In repeated interactions, optimal punishments guarantee the uniqueness
of the favourable equilibrium.

3 Repeated game

Data-sharing is not de�ned over a �xed horizon, so it is natural to apply an
in�nitely repeated setup. In this section �rst we explain how punishment takes
shape in our game. Then, we brie�y analyze the benchmark case with full
information and after we proceed to study the stochastic detection case. To
illustrate our results, we also develop a small numerical example.
Since data consortia are voluntary associations and operational risk events

of individual institutions could not be explored fully by external point of view,
there could be no full checks on the truthfulness of data. Thus, it is not easy
to detect deviation from the optimal play (that is, reporting truthfully) which
makes punishments di¢ cult. There are several potential ways to detect that
some banks have lied. We could assume that although other banks� actions
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are not directly observed, but through the payo¤s banks may realize that some
other banks have lied. Low utilities related to the database would indicate that
there are banks that are misreporting. The problem with that approach is that
the fact that some banks lied does not reveal which banks did behave so. As
a consequence, it is impossible to impose punishment in an e¢ cient way onto
misreporting banks. Notice that it is not e¢ cient that banks punish misreport-
ing banks by being untruthful themselves. Lying supposes a punishment on all
other banks, not just the misreporting one.
Therefore, we take another approach that is more e¢ cient. We assume that

the �nancial supervisory authority is able to detect with some probability that
a bank or a set of banks have lied. Hence, the authority can identify exactly the
misreporting bank which makes punishing e¢ cient. The punishment should de-
ter banks from lying in every period, and this incentive should make the banks
believe that all the other banks report truthfully. If a bank is caught misre-
porting, the punishment is imposed by the authority and not by the subsequent
actions of the other banks.
How can the �nancial supervisory authority detect deviations? Banks want

to know about all of the loss events that occur within the organization. After
recording and analyzing the event, banks try to �x the problem to avoid future
losses related to it. Actually, it is not just pro�t-maximizing self-interest that
prompts banks to do so, but it is also supervisory requirement. Consider Basel
II Accord (BIS [2004]) and its legal implementation into the national legisla-
tions (eg. Capital Requirement Directive compulsory for the all the banks in
the European Union). Under Basel II banks have to allocate capital for opera-
tional risk purposes. In case of simpler methods (Basic Indicator Approach or
The Standardised Approach) the basis for capital requirements�calculation is
gross income, meanwhile in case of the more sophisticated method (i.e Advanced
Measurement Aproach (AMA) the capital requirement expresses a value-at-risk
measure with parameters of one-year time-horizon and 99.9 per cent con�dence.
Within this legal framework, the banks using AMA should apply accurate exter-
nal data in their operational risk measurement scheme and supervisors should
examine the validity of the data and even method of risk modelling. On the
other hand, as supervisory authorities of �nancial institutions have the right to
examine all the processes of banks, thus they may study these internal data-
bases. If the same authorities have some kind of access to the data reported to
the center, then the possibility of detecting a misreport exists.
Suppose that a bank can lie as long as it gets detected and suppose also that

banks use a common discount factor, �.
De�ning strategies in the repeated setup is relatively easy, since banks cannot

condition their action on the observed history, because other banks�actions are
not observed. Note that it does not matter whether banks observe that the
supervisor has caught a bank lying, because that bank will not play in the
subsequent rounds. A bank�s optimal action depends in each round on what
it believes about the other banks� truthfulness in that round. Thus, there is
no need to specify di¤erent strategies for any possible history. Strategies just
specify whether to report truthfully or not in every period. Therefore, bank i�s
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strategy is just si;t = ftr; lgt for t = 0; 1; 2; :::1.
The payo¤s are the same as in the stage game. Bank i�s average discounted

value of the payo¤ stream is:

Ui =
1X
t=0

�tuti:

The best situation is obtained when each bank in every period reports truth-
fully its OR events. This is the case because although one misreporting bank
may gain c when f(:) is recoverable, but - due to our assumption that the data-
base is useful only if all reports are truthful - other banks�aggregate net loss is
(n� 1) that is strictly greater than c given that 1 > c.3

De�nition 3 The �rst best obtains if si;t = ftrg for all i 2 N and t =
0; 1; 2; :::1.

In the �rst best case uti = 1� c in every period, so Ui = 1�c
1�� .

3.1 The punishment

For simplicity, assume that in each period with probability q the authority has
chance to detect if a bank reports truthfully or not. Therefore, q can be viewed
as the probability that the supervisory authority examines the validity of the
reported OR data. If a bank is found to have lied, then it gets a punishment.
There are several ways of punishing a bank: a monetary �ne, an exclusion from
the consortium for z periods or forever, making it public that the bank lied
causing a loss of reputation. In the tradition of repeated games, we consider the
case of excluding the bank from participating in the consortium for z periods.
We assume that the discounted present value of the foregone utility when lying
is detected is P . Or in other words, the punishment of the bank is that it cannot
bene�t from having good data that enhances its OR management. Formally,

P =

zX
t=0

�t(1� c) = (1� �z)(1� c)
1� � :

Given � and c the punishment can be read as: how many periods of exclusion
are necessary so that the discounted present value of the punishment equals P .
Therefore, P and z are mutually determined.

3.2 Full information case - truthfulness is observable

As a benchmark case, �rst we consider what happens when q = 1, that is each
bank�s truthfulness is checked in each period. In this case, the payo¤ matrix in
the stage game is the following:

3The net loss of an individual bank taht is reporting truthfully if there is a misreporting
bank is 1: It is the case, because instead of 1 � c the bank receives a payo¤ of �c. Since we
suppose that all but one bank reports truthfully, the aggregate net loss amounts to n� 1.
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bank i � bank �i tr l
tr 1� c; 1� c �c; 1� P
l 1� P;�c �P;�P

:

Our �rst result says that if the punishment is harsh enough, then in the
unique equilibrium each bank reports truthfully.

Proposition 3 When the truthfulness of banks�report is checked in each period,
then all banks will be truthful if c < P .

Proof. Clearly, if P > c, then the dominant strategy of bank i is to be truthful,
independently of what the other banks do. Hence, being truthful is a dominant
strategy for bank i. Note that we have the same situation from each bank�s
point of view. Thus, we can say that when punishment is high enough, each
bank reports truthfully, so truthful reporting is the unique equilibrium.
It is easy to see that if the same condition holds, then each bank will report

truthfully in our example of irrecoverable data. We have the following payo¤
matrix:

bank i � bank �i tr l
tr 1� c; 1� c �c;�P
l �P;�c �P;�P

:

The same logic applies as in the previous case.
These results show that in the case of perfect monitoring a su¢ ciently

high punishment is su¢ cient to make banks report truthfully. The question
is whether the threat of punishment can achieve the same result when the prob-
ability of detection is less than 1.

3.3 Stochastic detection case

The previous case does not take into account, that if the probability of detection
is small, then misreporting banks may accumulate more utility by lying which
makes the discount factor an important part of the analysis. In this subsection,
suppose that q < 1.
We take the perspective on an individual bank and consider when this bank

�nds optimal to misreport supposing that all the other banks report truthfully.
If the value computed by the center is recoverable, then given that the others

report truthfully, a bank gains 1 instead of 1�c by deviating. Since truthfulness
is not observable, a bank can go on with lying until it gets detected. The
expected number of periods between being checked is 1q , therefore the expected
gain from lying is

L =

1
qX
t=0

�t =
(1� �

1
q )

1� � :

After being caught, a bank is excluded for z periods, which supposes a
utility loss of P . After these z periods the bank bene�ts again from the external
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data and if the consortium functions optimally, then the discounted utility of
participating in it is U = 1�c

1�� from the date of readmission to the consortium.
A bank will deviate from the optimal equilibrium path (that is, it will lie)

at the current period if and only if

L� �
1
qP + �(

1
q+z)U > U:

The expression can be simpli�ed by collecting terms to

L� �
1
qP

1� �(
1
q+z)

> U:

The expression says that if the gains of deviation are high enough even after
taking into account the utility loss and discounting, then banks may choose to
deviate. The expression also shows that if the discount factor is high enough
and/or the punishment is severe enough (or in other words, the length of exclu-
sion is high enough), then banks will not have incentives to deviate.
Further algebraic manipulation yields that unilateral deviation is pro�table

if

c >
2�

1
q (1� �z)

1 + �
1
q (1� 2�z)

: (3)

This expression reveals that if given � and z the costs of truthful reporting
are too high relative to the gains, then banks have incentives to misreport.
If we reverse the condition, then we have the following result.

Proposition 4 If c < 2�
1
q (1��z)

1+�
1
q (1�2�z)

holds, then the �rst best obtains.

Proof. The condition (3) ensures, that given the truthful reporting of other
banks an individual bank does not �nd it optimal to misreport. Since banks
are identical (except for the shock), all of them will choose to report truthfully.
Therefore, the �rst best obtains.
Note that the proposition speaks about the punishment (that is P ), which

entails conditions on � and z. The intuition of the proposition is straightforward
and very much in the spirit of repeated games. Banks do not have incentives to
misreport in face of harsh punishments.
These results could not be con�rmed by robust empirical evidence at the mo-

ment. Nevertheless, anecdotal evidence concerning DIPO (Italian operational
risk database) illustrates our result well. There, supervisors might already au-
dited the quality of the data (crosschecking of data recorded in internal data-
bases and data transmitted into the data consortium), and this clearly provides
incentives for banks not to misreport loss event data.
For irrecoverable values, L is negative, so banks cannot gain from lying if

the other banks report truthfully. As a consequence, the above condition is
su¢ cient for that case as well.
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3.4 A numerical example

Although real-life data on costs and discount factors are not available yet, we
consider that a numerical example may give more intution about the result we
have obtained. We carry out an analysis that studies how the cost that equalizes
both sides of (3) changes as we change other parameters (�; q or z) of the model.
That is, we want to calculate for a given set of parameters the maximum cost
of reporting that makes a bank indi¤erent between being truthful or not. A big
increase in this threshold cost can be interpreted as a big gain in utility which
the bank derives from a well-functioning consortium. This is the case, since the
threshold cost tells how big the cost (relative to the gains that we normalized
to 1) should be to eliminate the bene�ts from reporting truthfully.
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Chart 1: Threshold cost as � and q changes

Chart 1 shows how the threshold changes when the discount factor and the
probability of being examined change.4 The increase in the discount factor has a
double e¤ect. On the one hand, it increases the discounted value of lying. On the
other hand, the punishment becomes also more severe and the opportunity cost
of being truthful (U) is also higher. When banks do not value future payo¤s
(that is, for low values of �), an increase in � does not change the threshold
cost. As banks assign higher weights to future payo¤s, the bene�ts of reporting
truthfully become greater than the bene�ts of lying. This leads to the result
that banks will misreport only if the costs of reporting truthfully are too high.
As the probability of being examined by the supervisory authority increases,

the expected bene�t of lying decreases. Therefore, banks �nd optimal to misre-
port only if the costs of reporting are so high that the bene�ts of being truthful
becomes too small.
The increases in the threshold cost shown in Chart 1 reveal that regarding

q the biggest changes in the threshold cost (and consequently in gains from the

4When studying the e¤ect of � on the threshold cost we �x q = 0:2. When studying the
e¤ect of q on the threshold cost we hold � constant at 0:9. In both cases we use z = 2.
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consortium) accrue for relatively low values. The slope of the graph is the highest
in that region. An interpretation is that to foster the proper performance of a
data consortium the important thing is to give the impression that misreporting
banks can be detected. It is not necessary that each bank be audited each year.
Banks should have the impression that there is some positive probability of
being detected if they misreport. Concerning the discount factor, the change
in gains from the consortium are highest for high values. Thus, consortia work
better where banks value su¢ ciently future payo¤s. Intuitively, this happens
when banks operate in a stable environment, interacting with the same players
regularly.
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Chart 2: Threshold cost as z changes

Chart 2 illustrates the changes in the threshold cost as the number of peri-
ods that a misreporting bank is excluded from the consortium increases.5 As
expected, a higher z dissuades banks from lying. This is the case, as higher z
means a longer exclusion from the bene�ts of the consortium. In other words,
a larger z means a higher punishment. Hence, banks �nd optimal to misreport
only if the costs of reporting truthfully are relatively high.

5When studying the e¤ect of z on the threshold cost, we �x q = 0:2 and � = 0:9.
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Chart 3: Threshold cost as z and q change jointly

If we analyze jointly the increase in the length of exclusion (z) and the
probability of examination (q); then we �nd that the joint e¤ect is are even
larger, as depicted in Chart 3.6 Note that z and q are the parameters that can
be set by the consortium and/or the supervisory authority. The appropriate
choice of these parameters is crucial to achieve that banks provide true loss
event data. The graph suggests that already for relatively low values of q a
su¢ ciently long exclusion drives up considerably the threshold cost. Hence, if
the consortium is designed in a way that re�ects these features, then it can be
expected to function properly.

3.5 Further issues

We supposed that banks follow pure strategies. It is natural to ask what if bank
i follows a mixed strategy prescribing to report truthfully with probability �
and lie with probability 1 � �? The previous reasoning goes through, but this
new assumption implies that the probability of being caught is less (q(1� �)).
As a consequence, the �rst best obtains if punishment is su¢ ciently severe.
Severe punishment may seem ine¢ cient, because if exclusion is too long,

other banks do not receive data on the excluded bank. Less data entail less
e¢ cient OR management for the member banks. Our analysis shows that it is
not a problem. A severe and credible punishment avoids misreporting in our
model. Hence, no bank will be punished, and there will be no loss of valuable
data due to exclusion.

6 In this chart we hold � constant at 0:9.
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4 Conclusion

In the last decade, operational risk management has become an important area
in banking, as evidenced by the Basel II Accord. Paralelly, data consortia
aiding the adequate OR management have grown in importance. To our best
knowledge, we are the �rst to study from theoretical point of view the conditions
under which the anonymous loss event reporting to the consortium is truthful.
Since appropriate data quality is instrumental to the good risk management,
the problem is highly relevant.
Viewing reporting as a one-shot game reveals the di¢ culties of arriving at

the �rst best. A repeated-game setup provides a framework that identi�es pa-
rameters that are crucial to the right design of a consortium. These parameters
are the probability that the validity of loss events of a bank is checked and
the punishment imposed in case of misreporting. Jointly, they determine the
expected punishment upon caught lying. Since these parameters are chosen by
the consortium, the appropriate choice can ensure the adequate performance of
the consortium.
The main message of our analysis is that banks should perceive a high enough

expected punishment if they do not comply with truthful reporting. A numer-
ical example suggests that the combination of a relatively low probability of
examination and a long exclusion is enough to induce truthful reporting as the
unique equilibrium.
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